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U'ng dung Industrial loT & mé hinh Purdue truyén thong.

Hanoi, 19 Dec 2022

Industrial loT dang chuyén déi tuong lai cla cdc nganh céng nghiép, gdp phan tao nén cac
nha mdy thdng minh. Theo dy bdo, quy mé thi trudng Industrial loT toan cau dy kién 112,7 ty

USD vao nam 2026.

Viét nam cling nam trong xu thé do, trién khai

lloT thyc t€ tai Viét nam tuy van con han ché,

v&i su than trong trong dau tw, nhung cling da bat dau phat trién, vdi nhiéu hang cung cap

giai phap da dang.
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Hinh:Péanh gia chét luong mdt hé théng quan trdc moi truong tai loTlab

Cac irng dung chinh cla lloT c6 thé chia lam loai hinh nhu duéi day, véi quan sét thj truong

cla ching toi:

Predictive maintenance
Bao tri duw dodn

DAy 13 Iinh ve rat tiém ndng vdi nhiéu
story, tuy nhién thyc té trién khai mdi
rat han ché

Location tracking
Giam sat dinh vj

Hién d3 dugc dung rat phé bién trong
[inh ve giao théng van tai, logistics

Workplace analytics
Phan tich moi truvong lam viéc

Con han ché.

Cac ing dung phan tich hanh vi nhan
vién ban hang, tinh trang cua li xe
duong dai to ra rat tiém nang.
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Remote quality monitoring D3 phd bién nhiéu trong nganh dién,

Giam sat, theo doi tir xa cac tram dién & nha may khong ngu i
trye tai cho.

Energy optimization B3t dau dwoc (ng dung cho cac nha

T&i wu hda sir dung ndng lvong mdy san xuat, khu céng nghiép. Khu vurc
mién nam duwoc ing dung nhiéu hon

Truwdc day, vai chudn cong nghiép, kién tric hé thdng thudng di theo mé hinh Purdue (Purdue
Enterprise Reference Architecture - Wikipedia ) v&i cdc phan |&p chat ché, hé théng déng.

V&i lloT, van dé trd nén linh hoat hon nhiéu, cling déng nghia véi rat nhiéu rui ro vé an ninh hé
thong, Dién hinh, vao ndm 2016, Mirai (malware) - Wikipedia d3 lay nhiém hon 600.000 thiét
bi loT va gdy ra tan cong DDoS trén toan cau. Nguyén nhan gy ra b&i viéc chd quan trong viéc
tuan thl cac nguyén tac vé bado mat, cdu hinh & quan ly cac thiét bj loT dau cudi.

Cling vé van dé bao mat, theo thong ké clia Palo Alto Networks, 98% luu luvgng cac thiét bi loT
khong dwoc ma hda, 57% cac thiét bj loT cling dé bi tan cong & mic dé nghiém trong trung
binh hodac cao.

Vay cau hoi dit ra, & goc do kién tric tong thé, khi trién khai Industrial 10T, ching ta c6 thé
di theo mo hinh nao?

M®& hinh Purdue dwoc dua ra tir nhitng ndm 1990, nhu [ mét md hinh chuén cho céc thiét ké
céng nghiép, hién nay van dang dwoc dp dung trén toan thé gidi. Tuy nhién, ké tir thoi diém
ra doi dén nay, cong nghé & &ng dung d3 c6 rat nhiéu thay d6i, do dé trong nhiéu tinh
hudng, md hinh Purdue cling can cé nhirng thay ddi cho phu hop.

Diéu do6 cling dé hiéu, khi Industrial 10T Consortium (IIC) ban dau duoc thanh |ap béi AT&T,
Cisco, General Electric, IBM, va Intel vao 2014, hién nay da c6 159 thanh vién. IIC da dua ra
Security Framework chi tiét vé kién tric bao mat cho hé théng, tuy vay ciing khdng hé nhac

dén Purdue model.

Cisco & Schneider cung nhau khuyén nghi kié€n trdc cho hé théng hoi tu IT/OT (nhw hinh vé
dudi), véi cdc mo hinh hién dai nhu Edge computing, Cloud, thi ciing khdng nhac téi Purdue
model.
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Hinh: Kién truc chung Schneider - Cisco

Schneider ciing dua ra khuyén nghi riéng clia minh v&i md hinh Purdue, cho phép cac thiét bj
lloT tai cac Purdue level cé thé ndi lén Cloud mdt céch an toan.

Nhw vay ching ta c6 thé thay nhiéu bién thé cha Purdue, hodc cdc md hinh méi duoc dua
ra cho phu hop hon.

Lwa chon m6 hinh nao dé trién khai lloT khién nhiéu doanh nghiép phai can nhac. Véi lloT,
data khong chi déng kin trong cac phan 1&p Purdue truyén thdng, ma con di ra ngoai pham vi
doanh nghiép, dilén Cloud. Trong trweong hop nay, thi moé hinh Purdue da lac hau.

C6 nhiéu khuyén nghj thay thé, nhu kién tric duéi day do ENISA (European Union Agency for
Cybersecurity) dwa ra. Theo d6, lloT cloud platform duoc coi la Level-3, giao ti€p truc ti€p vdi
cac thiét bj dau cuédi lloT tai Level 1. Theo ching t6i, kién trdc nay la kha thi trong viéc két hop
gitta cdc md hinh céng nghé mdi, véi kién tric phan |&p cong nghiép truyén théng, vira dam
bao tinh linh hoat, d6ng thi van gitt dugc tinh bén virng, an toan hé théng vén can thiét cho
cac nganh cong nghiép.
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Hinh: Khuyén nghi ctia ENISA

D&i vdi loTlab, trong cac thiét ké cho khach hang, quan diém cla ching toi la van tham khao
mo hinh Purdue, (rng dung khai niém layers & segmentation cia mé hinh Purdue, dp dung cac
mo hinh céng nghé mai, tuan tha cac khuyén nghi an toan hé bdo mat céng nghiép ISA 99/IEC
62443.



