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Uur mission:

To sustainably and securely connect
innovation platforms for the worlds most
critical infrastructure.



Utility networks are becoming more digitised and
automated, but digitisation isn't easy.
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Physical and cyber security threats

Increased bandwidth requirements

Need to future proof technologies

High degree of timing synchronisation required

Need for simplicity and efficiency




Here's what utilities partners are saying...

Renewables

E7% of customers  said that
Distribution Automation for
renewables is their most
important business concern in
the next three years

Investments

The biggest investments are focused on Grid
Infrastructure: Security, the transition from serial
to IP, and digitization

Security

Threat containment
User identity

Device visibility

Constraints

Lack of in-house expertise is the
# constraint, followed by the
lack of industry-proven
deployments and regulatory
ProCESSES




We've worked with over 19,411 utility
companies in 163 countries worldwide

industrial networking and

automation
We understand IT and 0T We understand the technical complexities We understand that industrial security

!
|
We’'re a trusted leader in
(and their convergence) of renewable generation requires more than 0T segmentation
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Two worlds ALIGNING




IT + OT partnership is critical to success

"0T knows why we need to digitize a process.
IT knows how to digitize a process’
Nichaolas Bally - [T-0T Business Developer, NXO




OT networks can benefit from enterprise capabilities

Helping to avoid:

Less secure, unsegmented

Evolving threats

Air gapped, unsegmented or
flat Layer-2 networks

Lack of asset visibility

Complexity
at scale

Multiple vendors and networks
Multiple touch points
Multi-step, complex interactions

Difficulty
resolving issues

Poor network visibility

Long outages due to
reactive troubleshooting

Manual processes

Talent shortages compound the issue — IT/OT need enterprise capabilities to keep up
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Distributed Grid Management

Cisco utility grid solutions :&mwziss

» Energy Efficiency, OPEX Reduction

Renewable Energy Resources
» Secure Remote Access & Connectivity
» Workforce Enablement

Digital Substation * Visibility and Performance _
- Operational Efficiency  loT Data from Field Assets into Insights Q/
* Interoperability 5

* Resiliency
» Multiservice
 Flexible, Layered approach

Field Workforce Enablement

* Incident Response

* Truck fleet connectivity
» Radio interoperability

0T Network Management

* Massive Scale

Time to Value

« Ease of Use

* Operational Visibility

» Service Integration & Innovation

Grid Security
« NERC CIP/IEC62443 Compliance
* Reduce Risk to Business

* Front Workers Safety

Utility Operational WAN
* Reduced OPEX
« Flexibility, Convergence
» Scalability

¢ Innovation Services

Cisco loT



Cisco Validated Design: Substation Automation

Modernize Grid operations

Foundation for advanced protection and control, remote diagnostics and
predictive maintenance capabilities.

Operations
& Control
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Utility WAN 4G/5G

Substation DMZ

Cisco NGFW with
IDS/IPS solutions

Public Private
MPLS / CELL

Cisco ISA 3000
NGFW with IDS/IPS
and industrial
protocol support
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Outcomes

Grid Modernization and sustainable energy
Reduce operational cost and increase reliability
Reduce risk from cybersecurity threats

Features/Functions

Support SCADA - Serial/TDM to IP transition and
Station & Process bus systems — (IEC 61850
compliance, DNP3)

Support Tele-protection and power management
(Synchorphasor/PMU, Volt/Var) applications

Cybersecurity support for NERC CIP compliance
Visibility of substation devices and communications
Support lossless network resiliency and precise timing

Proactively identify WAN/LAN network issues and
receive remediation suggestions and consistently
configure and maintain network infrastructure

Validated Design and Implementation guidance
developed by Cisco engineering

Tested against leading substation vendor devices
and applications

Experienced Cisco services ready to apply to customer
scenarios
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DNAC Enables Visualization of Security Policy

Cisco DNA Center |' ,II'
& ISE g

Substation
Router

Station Bus
network el ey 117

S PAN Sensor

af i
Process bus iR —

access

Traffic from endpoints like RTU, IED or HMI in substation

is highly localized within the process/station bus networks

O Cyber Vision
Center

BRKIOT-2015

. Discover endpoints and visualize

application relationships in Cyber Vision to
help create TrustSec group-based
segmentation policies in DNAC Access
Control Application

. Endpoint grouping in Cyber Vision

triggers pxGrid updates and results in
dynamic assignment of SGTs in ISE

. Visualize group-based network behavior

using NetFlow traffic in DNAC Policy
Analytics

. Deploy segmentation policy with

confidence using DNAC Day-n templates
once you are comfortable with the
observed network behavior

Cisco loT



Industry-leading security built-in, not bolted-on
Operational security features with visibility across the enterprise

Cyber Vision Center

Cisco ISE

Access Control

Cisco SecureX
XDR

@

Cisco Secure Firewall
Traffic Filtering

a Cisco Secure Network Analytics
Network Flow Analysis

Unmatched enterprise-to-edge security « Powered by Talos Threat Intelligence

Cisco loT



Industry-leading security built-in, not bolted-on
Helping customers achieve NERC CIP Certification

NERC CIP Req. Area Technologies applied
CIP-002-51a Critical Cyber Asset + Cisco Cyber Vision running on IE3400, IE9300 & IR8300 actively and passively
Identification identifying connected BES Assets
CIP-003-8 Security Management Controls * Cisco’s Identity Services Engine (ISE) provides Network Access Control (NAC)
A ntrol for BES Assets,
ceess Contro » Cisco network infrastructure implements NAC via IEEE 802.1x
+ Cisco Duo for dual-factor authentication and
» Anyconnect to encrypt remote access traffic
CIP-005-5 Electronic Security » IR8300 Zone-based Firewall and/or
Perimeter(s) » Cisco ISA 3000 Industrial Firewall
CIP-007-6 Systems Security Management ° Cisco’s DNA-Center and vManage manage WAN and LAN infrastructure
» Firepower Management Center manage firewalls
CIP-008-5 Incident Reporting and » Cyber Vision for anomaly detection for BES traffic
Response Plan » SecureX security orchestration for security events
CIP-010-2 Configuration Change « Cisco DNA-Center and vManage report on BES network infrastructure
Man ment and Vulnerabilit vulnerabilities and compliance
Asaseas%emeents and Vulnerability » Cisco’s Cyber Vision identifies BES asset vulnerabilities configuration changes
CIP-011-2 Information Protection + Segmentation with Cisco next generation Firewalls,
* Micro-segmentation with TrustSec in Cisco network infrastructure
* Encrypted communications (e.g. VPN and MacSec), Anyconnect,
CIP-013-1 Supply Chain Management + Cisco Trustworthy technology against counterfeiting and malicious code

IEC 62443 4-1 (Product development) and 4-2 (Secure ProdLﬁt:) -certificati(Ts
ISCO 0T




Only Cisco can support IT and Operations

Accelerate industrial digitization

Best of enterprise and industrial Market leading industry
networks expertise
Single architecture #1 in market share across
enterprise and industrial

IT teams - support operations

without retraining networking

Ruggedized for any environment DIEGEIES O GpErEnss

Resources to ensure
SUCCESS

Cisco Validated Designs
Award-winning dev program
CX services

330 specialized
partnerships globally

Cisco loT



Turbine Generator Units

T ntrol Systems
",
Hydro Mechanical “m

Balance Of Plant
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Turbine intermediary zones
Sensors

AV251: Vibration
Monitoring Sensor

Sensor reporting:

Velocity RMS,
Acceleration RMS,
Peak, Displacement,
Kurtosis, Crest factor,
Skewness, and
Standard Deviation
values




Hazardous areas inspection

Power
Generator

Reservoir Penstock Pipe
Water intake

- |

Connected

Worker Tablet Cell

Phone

Turbine

AV400: Industrial
Sensor Bridge

For applications such as
monitoring tank levels,

pressure, flow, current, and el St
more.

convert industry-standard
analog or digital sensor signals
to LoRaWAN.

Water out flow
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Hydro Electric Dam Solution Architecture ’

Global Control Center

1 vSmart Controller

Data Center

Security Operations Center

Cisco AD/ DHCP SCADA cucm
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Wind Energy — Market segments

ahfbel ity
cisco [97-35989



Global demand accelerates Wind Energy revolution

Drive to zero emissions

* 64% of the Wind Power required must be
reached by 2030 to stay on track for a net-
zero/1,5° C pathway.

- Total global Wind Power capacity is now
up to 837 GW, helping the world avoid
over 1.2 billion tones of CO2 annually —
equivalent to the annual carbon emissions
of South America.

GEEs

* By 2027 Global Wind Market is projected
to reach $127 Billion growing at a CAGR
of 9.3% from 2020 to 2027.

» Europe will account for the largest growth
market from 2020 to 2027.

» Offshore Wind is slated to grow the
highest market growth in 2020-2027.

* Top countries that added new wind
generation capacity are China, Brazil,
Vietnam, UK, Sweden, Germany, India.

* New forecasted capacity is expected to
reach 128.8 GW by 2026.

CIsco
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Wind Farm owners have many requirements
from onshore to offshore

( Reliable connectivity for generating Green energy >

Ability to scale and manage power generation for hundreds
of Wind Turbines

Safety and cybersecurity to prevent attacks

< Easy Integration to the existing electrical infrastructure

< Reducing monitoring and maintenance costs >

< Ability to deploy and manage remotely with limited IT skills

cIsco [37-3598302-00 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Solutions that are secure, reliable, and scalable
For state-of-the-art Wind Farm operations

© 0

Provide reliable and resilient connectivity
for extreme environments

Secure Scalable

Scale over thousands of turbines with
zero-touch deployment

Protect your network from cyberattacks
with enterprise — grade security

Better uptime, improved customer experience, and enhanced operational efficiency

cisco [37-3598302-00 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cisco end-to-end solutions provide better visibility

and uptime for your onshore Farm infrastructure
A holistic secure connectivity solution
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Cisco end-to-end solutions provide better visibility

and uptime for your offshore farm infrastructure
A holistic secure connectlwty solution i |
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Secure, reliable, and scalable solutions for
connecting your Wind Farm infrastructure

@ 0

— Secure A Reliable and Resilient )—\ Scalable

Device security * Ruggedized portfolio that operates in * Automation with Zero-touch

. |EC62443-4-2 Certified products. extreme environmental conditions. deployment of network assets.

- Signed firmware/Secure Boot, Cisco® Secure * Multiple backhaul technology options. ¢ Cloud dashboard for mgpagement of
Development Lifecycle (IEC62443-4-1). « Redundancy and fast recovery times. gzt/vi\;oer: assets and visibility of connected

Network security + Field-proven products based on Cisco

+ Secure Equipment Access to

« Network encryption (VPN), traffic segmentation, I0S® XE — deployed in millions of devices troubleshoot equibment remotel
hardware encryption, network telemetry. around the world. quip Y.
* Modular solutions to enable large scale
distributed deployments.
* On-prem or cloud-based architectures.
N AN J
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Secure connectivity for the world’s largest
offshore Wind Farm

Dogger Bank North Sea
Powering 6 million British homes Challenge

* Robust network infrastructure for 350 offshore Wind Turbines to
withstand extreme conditions. Endpoints include cameras, sensors,
locks, alarms.

» Collect up to 1400 data points using sensors that are not monitored by
turbine OEMSs to help isolate issues and drive predictive maintenance.

Solution

» Securely connect 350 Wind Turbines with Cisco industrial network
consisting of IE3200 and IE3300 DIN rail switches deployed in the
turbine base and nacelle. This plant IT network is as secondary
network in parallel to turbine OEM control network.

» Fiber rings deployed in hierarchical topologies with REP redundancy to
ensure sub-second convergence.

» Cisco industrial IE4010 rackmount switches deployed in floating
substations for aggregating fiber rings.

e
CIsco
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Substation and Security Case Study

Challenge

* Reliable communications in remote, hard-to-reach locations.

* Minimizing costs troubleshooting and maintaining reliable ops.

* Redundant communications for improved operational availability.
* Protect people and property at remote sites.

Network Solutions

« Multi-Service: Cisco Connected Grid routers/switches for substation voice,
video and data applications.

* Reliability and Compliance: Zone firewall, stateful NAT failover, HSRP for
redundancy, segmentation, security and authentication.

+ Management and Diagnostics: SYSLOG, NETFLOW, IP SLA, and SNMP for
data trending analysis.

Results

» Reliable network yields lower SAIDI/SAIFI, reduced operating costs, and more
efficient operations.

» Easy integration with existing network management tools.
» Cost avoidance by standardizing on single network platform.

-

s
GG Using Cisco Connected Grid Routers and Switches saved network
administrators from having to learn a new interface and tools for
substation networks because we had already standardized on
Cisco switches and routers in our offices. 59

Keske Toyofuku

Vice President and CIO for First Wind

~
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Wireless backhaul for service operations and crew
transfer vessels

Cisco Ultra Reliable Wireless
Backhaul Challenge

Extending high speed connectivity from offshore
oating substation to service vesse

\

* Expensive, low data rate, satellite connectivity insufficient to meet the
needs of service operations and crew transfer vessels moving around
the offshore windfarm estate.

* Remote expert personnel onboard vessels need high-definition video
and reliable file transfer connectivity for service operations, and crews
need high data rate connectivity for laptops, smart phones etc.

e CURWB NG Solution
Extension . Rt ) ) )
» Cisco Ultra Reliable Wireless Backhaul (CURWB) extends

high-speed connectivity from substation platform fiber infrastructure
to moving vessels.

» CURWB radios deployed with BATS antennas to automatically align,
track, and optimize Point-to-Point (PTP) and Point-to-Multipoint (PTMP)
wireless links.

» Delivering 229Mbps speeds at 1Tkm to 50Mbps at 10km distance from
floating substation.

/

e
CISco

[37-3598302-00 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Remote maintenance of offshore Wind Turbines

In South Korea

Driving down maintenance costs

Cloud-enabled Secure Equipment Access on Cisco IR routers with [oT
Operations Dashboard

—

loT Operations
Dashboard

el
CIsCo
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Business need

» Access to 160 offshore Wind Turbines as soon as each turbine
is installed.

* Reduce cost by removing need for in-person visits via helicopter or sea
vessel access to manage each Wind Farm.

» LTE connectivity to allow communication via service provider base
station rather than expensive satellite communication.

Outcome

» Immediate remote visibility of Wind Turbines as soon as they
are installed.

* Reduced cost through elimination of in-person site visits.

» Streamlined operations from remote access and management of
Wind Turbines with Secure Equipment Access.

» Secure end-to-end connectivity.




Utilities loT CVD Solutions on Cisco.com

il
cisco

Substation Automation - The New Digital
Substation

curity Design Guide

o 30 Pt St 52
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Products and Senviees  Solutions  Support  Leam  Partners Explore Cisco  Search QU

Solutions / Design Zone - Design Guides / Cisco Industry Validated Design Guides (CVDs) /
Cisco Validated Designs for Power Utilities and Renewable
Energy

Build modern and secure power
grid infrastructures

Diive your power grid modernization projects and integrate distriuted
renewable energy resources with network designs that help you
implement substation automation (SA), distrbution automation (DA),
advanced metering ifrastructure (AMI), and grid cybersecurtty.

D) (- o)

Validated Designs ~ Procucts ~ Case Studies  Resources  For Partners W, Partner Help v

Validated designs for digital utilities and renewable energy

Substation automation (SA)
Enable modem substation control and protection functions with a thorough network architecture designed for IEC 61850, network redundancy (PRP,
HSR), timing, synchronization (PTP), and securiy

» Substation Automation Design Guide - The New Digital Substation
« Digital Substation Automation solution brief
« Substation Automation Local Area Network and Security design and implementation guide

Distribution automation (DA)

Reduce line loss, increase reliabilty index (SAIDI, SAIFI, etc.), and enable smooth integration with distributed energy resources (DER) with a DA
infrastructure that supports multiple networking options (public and private LTE, 5G, FirstNet, Wi-Sun mesh and LoRaWAN), end-to end security, easy
deployment, and management.

« DA - Feeder Automation design guide
« DA~ Feeder Automation implementation guide

« DA - Secondary Substation design guide

« DA - Secondary Substation implementation uide

« Distribution Automation 2.0: Cisco Resiiient Mesh solution

Grid security
See how your network can give you visibility into your grid assets so that you can secure operations comprehensively and meet regulatory
requirements with a series of simple steps.

 Grid Securiy solution brief
 Grid Security design guide
 Grid Security implementation guide

 Achieving NERC CIP compliance

v, Cisco ‘
Validated
CiIsco Design

What you will find here

» Solution Briefs

* Design Guides

* Implementation Guides

WWWw.cisco.com/go/iotcvd




What's next

Explore Utilities
resources

: : s . . S g
=, Discover Cisco Utilities solutions in the Partfolio P .4. Leader_industrial_networking
L Explorer Ry S ‘“ﬁ\
£ s

@ Why Cisco for Utilities

7>\ Seeour Gisco Validated Designs for Power Utilities
\_’ and Renewable Energy

O O Hear from our Utilities customers

Stay up to date on the latest trends and
announcements
blogs.cisco.com/tag/ utilities
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